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CS9094 Biometric Identification (ONLINE)

An Applied Course in Signal Processing and Technology Innovation
Course Abstract

This Computer Science course will be an interdisciplinary learning experience for Seniors and Graduate Students in the areas of Computer Science, Computer Engineering, Electrical Engineering, Forensics, Management and others.  It will use the concept of “Biometric Identification” as an exploratory paradigm for the analysis of the interaction of state of the art technology with the process of invention as well as the real world processes of technological innovation.

Coverage: This course represents an expansion in depth of the non-online course CS909 Biometric Identification given annually at Polytechnic University since Fall 1998. The revised course will focus on Image Processing and its applications to Fingerprint, Face and Iris Biometric ID.  Pattern recognition and statistical decision making techniques will be covered. 

The course is self contained and will be conducted so that those able to use Matlab and having at least a high school understanding of algebra (basically matrix operations) will be able to fulfill all requirements.

Course exercises and labs will be conducted in MATLAB using established online databases (FVC, CASIA, MIT-CBCL, etc.).  Each student will be required to do a research project involving both a literature review (from a list to be provided) and MATLAB programming.  Access to MATLAB is required.  An inexpensive student version is available at:

http://www.mathworks.com/

Those with previous preparation in Image Processing will be allowed to pursue a supplemental unit. 

Supplemental Units (only one may be chosen – it is not necessary to take one to get an “A” in course):

1) Pattern Recognition in Biometrics

2) Neural Networks/Machine Learning in Biometrics 

3) 2D Gabor Transforms and “Texture” processing in Iris Biometrics

4) Special research projects in Biometric Spoofing.

One dimensional Digital Signal Processing and Speaker Identification is covered in a companion course: CS912 Applied Biometric Identification: Speaker Identification which should be available online in January 2006.
13 Units

1. Biometric Spoofing – an Information Warfare approach: A Mercedes in Malaysia (2005), A Smart Report in Bristol (2000), A Professor in Japan 1 (2002), A Magazine in Germany (2002), A Professor in Japan 2 (2004), Chaos in Germany (2004), A Student in Linköping (2004). “Proof of Liveness.” Pulse Oximetry Model.  

2. Post 911 Biometrics - Our World Has Changed. The Human Identification Problem: Methods: Prehistory, History, Man vs. Machine.  Forensics and Biometrics: Beccaria, Quetelet, et al. Fundamental Requirements and Applications of Biometric Systems (Jain et al.). Biometric Consortium, DOD, etc., other Internet Resources. 

Image: Digital Image Fundamentals. (based on Digital Image Processing Using MATLAB)
3. Biometrics as an academic subject: DoD/BMO, WVU Graduate Biometrics Program, US Naval Academy, Purdue, Clarkson etc. New Jain MSU Spring 2005 Graduate Course. MATLAB Tutorial.  MATLAB Image Processing Toolkit, Signal Processing Toolkit, Wavelet Toolkit.


Image: Image Enhancement in the Spatial Domain.
4. Fingerprint ID (1).  History of Human Processing of Fingerprints. Bertillonage and Athropometry superceded. Fingerprints in the US from IAI and early FBI to AFIS/IAFIS. Survey of Vendors and Applications. FVC2000, FVC2002, FVC2004 test methodology and results. 2002-4 Winner BioScrypt and NYPD Headquarters. NIST FpVTE2003.


Image: Image Enhancement in the Frequency Domain.

5. Fingerprint ID (2). The anatomy and structure of fingerprints.  Fingerprint recognition methods. Image Processing 1: Sampling, Signal Representation, The Image Signal, CCD Camera and other capture devices, image representations in computers. Filtering. Image Processing for traditional Fingerprint Feature Analysis: Thresholding, Dilation, Erosion. Matlab building blocks of a Fingerprint system.


Image: Image Restoration.
6. Face Identification and Anti-Terror Applications: The DOD FERET Program; research at MSU, Rockefeller, MIT, etc.  Product capabilities Visionics (now Identix), Viisage and Lau, Imagis, etc.. FRVT 2000-2 results. FRVT 2005. Face Recognition Grand Challenge (FRGC) 2005.


Image: Morphological Image Processing.
7. Image Processing: 2 Dimensional Signal Processing, Fourier Transform, 2D FFT, Discrete Cosine Transform and compression.  The JPEG Algorithm.  JPEG2000. WSQ Fingerprint Compression.


Image: Image Compression.  

8.
Iris Identification (1): Anatomy and structure of the Iris.  Daugman’s system as described in the 
original PAMI article and the US Patent.  Evolution of Iriscan and Sensar into Iridian.  Fate of 
sister technology: Retina (fundus) scanning and Eyedentify.


Image: Wavelets and Multiresolution Processing. 
9.
Iris Identification (2): Matlab building blocks of a Daugman system. Gabor 2D filter and “texture.” Current status of independent tests of Iris ID. Alternative approaches (Wildes, Bolles, China, etc.)


Image: Representation and Classification
10.
Pattern Recognition: Statistical, Syntactic, Non-parametric, Heuristic. 


Image: Image Segmentation. 

11.
Forensics. Fingerprints in the Legal system: Daubert decision and Jain response. Forensic Statistics. 

Image: Object Recognition. 

12.  Survey of Research published 2004-2005. Recapitulation of Anti-Spoofing and “Proof of    Liveness.”
13.
Course Summary. Student Research Presentations.

Grading:  Final 50%; Progression Quizzes and Homeworks 20%; Research Analysis 15%; Research MATLAB Code Product 15%

Required Texts

Biometric Systems : Technology, Design and Performance Evaluation by James Wayman (Editor), Anil Jain (Editor), Davide Maltoni (Editor), Dario Maio (Editor) Hardcover: 370 pages; Springer; 1st edition (December 16, 2004); ISBN: 1852335963

Digital Image Processing Using MATLAB®, 1/e; by Rafael C. Gonzalez, Richard E. Woods, Steven L. Eddins; Hardcover: 782 pages Prentice Hall; 1st edition (September 5, 2003) ISBN: 0130085197

Suggested.
Handbook of Fingerprint Recognition by Davide Maltoni, Dario Maio, Anil K. Jain, Salil Prabhakar Hardcover: 348 pages; Springer Verlag Pub (Computer Bks); (May 2003) ISBN: 0387954317
Handbook of Face Recognition by Anil K. Jain (Editor), Stan Z. Li (Editor) Hardcover: 408 pages; Springer; 1 edition (March 15, 2005) ISBN: 038740595X

Supplementary (for those with previous Image Processing background)

Pattern Classification (2nd Edition) by Richard O. Duda, Peter E. Hart, David G. Stork; Hardcover: 654 pages Wiley-Interscience; 2nd edition (October, 2000) ISBN: 0471056693

Computer Manual in MATLAB to Accompany Pattern Classification by David G. Stork, Elad Yom-Tov Paperback: 136 pages Wiley-Interscience; 2 edition (April 2, 2004) ISBN: 0471429775

Biometric Authentication : A Machine Learning Approach by S.Y. Kung, M.W. Mak, S.H. Lin  Hardcover: 496 pages; Prentice Hall PTR (September 14, 2004)

ISBN: 0131478249

Neural Networks: A Comprehensive Foundation (2nd Edition) by Simon Haykin  Hardcover: 842 pages; Prentice Hall; 2nd edition (July 6, 1998) ISBN: 0132733501

Neural Networks for Pattern Recognition by Christopher M. Bishop Paperback: 504 pages; Oxford University Press (November 1, 1995) ISBN: 0198538642

A Wavelet Tour of Signal Processing (Wavelet Analysis & Its Applications) 

by Stéphane Mallat; Hardcover: 637 pages Academic Press; 2 edition (September 15, 1999) ISBN: 012466606X

Reference

Statistics and the Evaluation of Evidence for Forensic Scientists by C. G. G. Aitken, Franco Taroni; John Wiley & Sons, Ltd.; ISBN: 0470843675; (September 2004) ISBN: 0470843675
















































